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Maritime Security
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Maritime Traffic Surveillance
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Traffic Route Extraction and Anomaly Detection 

(TREAD)

Local ScaleLarge Scale

Slide 6SAS114 working meeting, Copenhagen December, 7th

Pallotta G., Vespe M., Bryan K. (2013) “Vessel Pattern Knowledge Discovery from AIS Data: a Framework for Anomaly Detection and Route Prediction”. Entropy, Big Data 

Issue 15(6), pp. 2218-2245. ISSN 1099-4300



Traffic Analysis/Summary Route Statistics
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L. Cazzanti, G. Pallotta, “Mining Maritime Vessel Traffic: Promises, Challenges, Techniques,” Proc. of the 

OCEANS’15 MTS/IEEE Conference, 2015



 ⊕⊕



 ⊕



CMRE Maritime Security programme overview

The Risk Game design

Outline

Slide 10SAS114 working meeting, Copenhagen December, 7th

Preliminary results

Formalisation



� The Risk Game is a general methodology to elicit knowledge and know-

how from Subject Matter Experts especially in their ability to

� deal with information of different nature (from sensors to human witnesses),

� consider the information quality (including source quality) and 

� reason about concurrent events. 

Purpose of the game
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� reason about concurrent events. 

� It is a technique aimed at capturing data expressing human reasoning 

features and information needs while performing a specific task of 

maritime situation assessment.
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Playing the game
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Scenario Information Player Belief assessment Decision

Queries
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• Information is abstracted away by cards

• Only the back of the card is fisrt presented to the player

Information cards
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• At each round, the player selects:

– The vessel

– The attribute

– The source

• The information quality is determined by a dice roll



Information quality

� 8 versions of the same information

� Only one is available to the player

� The player rolls the dices to 

determine the quality obtained, i.e., one 

of the 8 cards

� The randomization is not uniform 
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� The randomization is not uniform 

and represents roughly the sources 

limitations



Uncertainty of hard and soft sources

� We follow the Standardized lexicon 
used by the National Intelligence 
Council (US)

� Added an arbitrary numerical scale

� Only 2 levels of uncertainty are 
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� Only 2 levels of uncertainty are 
considered:

� Hard sources output a probability 
of either 0.6 or 1

� Soft sources say the event is either 
probable/likely or almost certain



� Information about the lost 

vessel is provided

� As well as some other 

contextual information

� Harbor Protection Level is TWO

Contextual information
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� Harbor Protection Level is TWO



� After querying and discovering a piece of information, the player rates 

his/her belief state regarding the two events:

� The lost vessel is A

� The lost vessel is B

Record of belief state (SAW)
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� The card ID is recorded (unique)

� The two belief values do not need to sum up to 1

� Assessing just one of the two events is allowed
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� We collected the data from the 

set of players about:

– The evolution of belief state 

regarding the two events

– The final decision

Dataset collected
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– The ID of the piece of 

information picked-up 

(vessel, source and attribute)

– The quality of information 

obtained

– Possible missing assessments



� Most of the players took the 

decision to send the patrol (“good 

decision”)

� Explained by the asymmetry of 

the two vessels’ risk levels

Final decision
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the two vessels’ risk levels



� We build 3 groups of players 

based on their final belief:

� GA: Greater belief toward A

� GB: Greater belief toward B

� G0: Uncertain

Final belief

Vessel B Vessel A
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� G0: Uncertain



• Information needs (most and first queried 

attribute, vessel, source)

• Final belief vs decision

Some preliminary results
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• Final belief vs decision

• Impact of false of false information on final belief

• Impact of information content and attribute 

on belief change
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Basics on evidence theory (1)
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Basics on evidence theory (2)
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Basics on evidence theory (3)
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Basics on evidence theory (4)
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Valuation-Based Networks

General graphical 
approach to reasoning 
under uncertainty
[Shenoy & Shafer]:
• Probabilities
• Belief functions
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• Belief functions
• Possibilities
• Ranking functions



• IF the information of the observed vessel does not match the information 
about the missing vessel THEN

� LOG0: the missing vessel is the other one: if NOT FVA then B
Because we are looking for a fishing vessel (a trawler) with known size (width and length), and 
because we assume that the missing vessel is either A or B, any information about the observed 
vessel not matching these specifications necessarily identifies the other one.

Two reasoning schemes
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vessel not matching these specifications necessarily identifies the other one.

• IF the information of the observed vessel does match the information 
about the missing vessel THEN

� LOG1: We have no clue about the location of the missing vessel, and this 
observation does not bring any information: if FVA then A U B

Indeed, if the fact that the information matches the specification of the missing vessel does not 
bring any further information since the observed vessel can simply be any other vessel with the 
same specifications.

� LOG2: Our belief toward the observed vessel increases: if FVA then Bel(A)
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